
Online 
Protection of 
Children: 
Obligations 
under 
International 
Standards



▪ UN Convention on Cybercrime (Hanoi Convention)

▪ Convention on the Rights of the Child (CRC)

▪ Optional Protocol on the Sale of Children, Child Prostitution 
and Child Pornography (OPSC)

▪ Declaration on the Protection of Children from all Forms of 
Online Exploitation and Abuse in ASEAN and Regional Action 
Plan

Viet Nam’s commitments to online protection of 
children



Child Sexual 
Abuse Material



What is child sexual abuse material (CSAM)?

▪ New term for “child pornography,” to better emphasise abuse and harm 
to children.

▪ Visual material, written or audio content that depicts, describes or 

represents a person under 18:

o Engaging in real or simulated sexual activity;

o In the presence of a person engaging in any sexual activity;

o Whose sexual parts are displayed for primarily sexual purposes; or

o Subjected to torture or cruel, inhumane or degrading treatment or 
punishment and such material is sexual in nature.



What is child sexual abuse material (CSAM)?

▪ Hanoi Convention: A State Party may limit CSAM to material that 
depicts, describes or represents an existing person (e.g. excluding AI-
generated content).

▪ OPSC: States Parties should criminalise any material that depicts, 
describes or represents an existing person; or otherwise visually 
depicts child sexual abuse or child sexual exploitation.

▪ UN Committee on the Rights of the Child: definition must cover both 
real and simulated sexual images of children, regardless of whether a 
real child is depicted (including AI-generated content).



Why criminalize CAM?

▪ Every image of CSAM represents exploitation or contributes to harm.

▪ Global demand for CSAM drives further abuse of children.

▪ Even if no real child is victimised, CSAM causes real harm by depicting 
children as objects for the sexual gratification of adults and normalising 
child sexual abuse. 

▪ AI is increasingly being used to generate photo-realistic CSAM, making it 
harder to determine whether an image depicts a real child in urgent 
need of help, potentially wasting law enforcement resources and 
delaying rescue.



CSAM acts that states must criminalize

▪ Producing, offering, selling, distributing, transmitting, broadcasting, 
displaying, publishing or otherwise making CSAM available;

▪ Soliciting, procuring or accessing CSAM;

▪ Possessing or controlling CSAM stored in an information and 
communications technology system or other storage medium.

▪ Financing these offences may be established as a separate offence.

▪ Hanoi Convention is limited to acts committed through ICT, but OPSC 
applies to these acts committed “by any means.” 



Regional Plan of Action for the Protection of Children 
from All Forms of Online Exploitation and Abuse in ASEAN

▪ Members states will strengthen their legal frameworks to criminalise 
accessing, viewing or participating child sexual exploitation and abuse 
through live streaming, whether or not for commercial purposes.

▪ Live-streaming is defined as child sexual exploitation and abuse 
carried out in real-time and viewed through streaming (and 
sometimes recording) the content online, while the victim an 
perpetrator are in different or in the same countries.



Online Grooming & 
Sexual Extortion



What is online grooming?

▪ Refers to the process of an adult establishing or building a relationship 
with a child (either in person or through the use of digital technology) 
to facilitate online or offline sexual contact with the child.

▪ Can occur through social media, online games, messaging apps, etc.

▪ Often involves attention, gifts, secrecy, or emotional manipulation.

▪ Goal may be to engage in sexual activity with the child (in person or 
online), acquire sexual images, or sexual extortion.



How grooming typically happens online

▪ Offender contacts child through an online platform

▪ Gradually builds emotional connection and trust

▪ Encourages secrecy from parents or guardians

▪ Introduces sexual topics or requests intimate images

▪ Makes plans to meet with the child for the purposes of sexual abuse

▪ May escalate to coercion, threats, or blackmail



Hanoi Convention: Grooming acts states must 
criminalize

▪ Intentionally communicating, soliciting, grooming, or making any 
arrangement through an information and communications technology 
system for the purpose of committing a sexual offence against a 
child.

▪ State Party should consider extending the crime of grooming to 
include acts committed against a person “believed to be a child” – 
allows for proactive investigations.

▪ The offence may exclude acts committed by another child.



Regional Plan of Action for the Protection of Children 
from All Forms of Online Exploitation and Abuse in ASEAN

Members states will strengthen their legal frameworks to criminalise:

▪  Both online and offline grooming of children;

▪ Sexual extortion of children, i.e. blackmailing of a child using 
intimate images in order to extort sexual favours, money, more 
explicit images, or other benefits from the child under the threat of 
sharing the images with the child’s friends or family (e.g. posting 
images on social media).



Why grooming and sexual extortion must be criminalised

▪ Grooming and sexual extortion represent heinous acts of adults 
preying on vulnerable children for the purpose of sexual abuse or 
exploitation.

▪ Crime of grooming allows for law enforcement to intervene before 
the act of abuse happens.

▪ Adults exploit the fact that children are not fully mature and make 
poor decisions about what they share online. Through threats and 
intimidation, they trap children in a situation they feel they cannot 
escape. This causes significant emotional and psychological harm to 
children, and in some cases even suicide.



Non-consensual 
dissemination of an 
intimate image



Hanoi Convention definition of intimate image 

▪ Visual recording of a person over the age of 18 years (under 18 is 
CSAM);

▪ Made by any means, including a photo or video; 

▪ Is sexual in nature, in which the person’s sexual parts are exposed or 
the person is engaged in sexual activity; 

▪ Was private at the time of the recording, and in respect of which the 
person or persons depicted maintained a reasonable expectation of 
privacy at the time of the offence.



UN Special Rapporteur on Violence against 
Women and Girls 

▪ Deepfakes and other AI-generated images and “nudifying” apps are 
increasingly being used to generate and share photo-realistic nude 
images of people.

▪ Even if the image is not real, its distribution causing significant 
emotional and psychological harm to victims.

▪ Disproportionality affects women and girls.



Hanoi Convention: acts that states must criminalize

▪ Selling, distributing, transmitting, publishing or otherwise making 
available of an intimate image of a person by means of ICT, without 
the consent of the person depicted in the image, when committed 
intentionally and without right.

▪ A State Party may require the intent to cause harm before criminal 
liability attaches.

▪ But this can be limiting – in some cases the perpetrator has an 
express intent to harm the victim (e.g. so-called “revenge porn”) but 
regardless of their motive, the harm to the victim can be significant.
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