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PHAN I: THAM LUAN CUA CAC CHUYEN GIA VIET NAM/

SECTION 1: VIETNAMESE RESEARCH PAPERS

MOT SO PINH HUONG HOAN THIEN PHAP LUAT HINH SU

VA TO TUNG HINH SU VIET NAM PAP UNG YEU CAU THU'C THI
CONG UOC CUA LIEN HQP QUOC VE CHONG TQI PHAM MANG
Trung twong, PGS.TS Pham Cong Nguyén
Cuc truéng Cuc Phdp ché va cdi cach hanh chinh, tw phdp - B6 Cong an

Tém tit: Trong boi canh chuyén déi so quoc gia va sw phat trién manh mé
cia kinh té s6, t3i pham mang ngdy cang gia ting cd vé quy mé, tinh chdt va mirc
dé nguy hiém, ddt ra nhitng thach thirc méi doi véi hé thong phdp ludt hinh suw va
16 tung hinh suw Viét Nam. Cong wéc Ha Noi dwoc ky két da tao ra khudn khé phdp
Iy quéc té toan dién, ddt ra cdc yéu cau vé hinh sw héa hanh vi, tham quyén, bién
phdp t6 tung doi véi dit liéu dién tir va hop tdc quoc té. Bai viét phdn tich cdc yéu
cau dit ra tir Cong wée Ha Néi quy dinh ludt vé hop tdc qudc té, dap g yéu cau
bdo vé quyén con ngudi va ndng cao hiéu qud phong, chong téi pham mang trong
giai dogn hién nay.

Tir khoa: Toi pham mang,; Cong woc Ha Noi,; chung cur dién tir; phap ludt hinh

su; 16 tung hinh su; hop tdc quoc té; dir liéu dién tir; phong, chong toi pham.



SOME ORIENTATIONS FOR IMPROVING VIET NAM’S CRIMINAL LAW

AND CRIMINAL PROCEDURE LAW TO MEET THE
REQUIREMENTS FOR IMPLEMENTING THE UNITED NATIONS
CONVENTION AGAINST CYBERCRIME

Lieutenant General, Assoc. Prof. Dr. Pham Cong Nguyen
Director of the Department of Legal Affairs and Administrative
Judicial Reforms - MPS

Abstract: In the context of national digital transformation and the rapid
development of the digital economy, cybercrime has been increasing in scale,
sophistication, and level of danger, posing new challenges to Viet Nam'’s criminal
law and criminal procedure system. The adoption of the Hanoi Convention has
established a comprehensive international legal framework, setting forth
requirements on the criminalization of conduct, jurisdiction, procedural measures
concerning electronic data, and international cooperation. This paper analyzes
the requirements arising from the Hanoi Convention, thereby proposing
recommendations for improving Vietnamese legal regulations on international
cooperation, with a view to meeting human rights protection standards and
enhancing the effectiveness of cybercrime prevention and control in the current
context.

Keywords: Cybercrime; Hanoi Convention; electronic evidence, Criminal
Law,; Criminal Procedure; international cooperation, electronic data,; crime

prevention and control.
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CAC VAN PE PAT RA TRONG CONG TAC BAO VE TRE EM

LA NAN NHAN CUA TQOI PHAM MANG HIEN NAY

ThS. Nguyén Thi Nga
Pho Cuc truong Cuc Ba me va Tré em - Bo Y té
Tom tit: Bai viét lam ré thuc trang va xu huong tré em tro thanh ngn nhdan
cua toi pham mang trong boi canh chuyén doi sé tir thue trang Viét Nam va va
mot s6 quéc gia Péng Nam A, phén tich co sé phdp 1y, chinh sdch va thue tién to
chure thuc hién o Viét Nam, chi ra nhitng van dé dat ra trong cong tdc bao vé, ho
tro, can thiép. Trén co sé dé, bai viét dé xudt gidi phdp hoan thién phdp ludt, ting
cwong hop tdc qudc té va ndng cao nang lwc thuwc thi phdp ludt gép phan ndng

cao hiéu qua bao vé tré em trong moi truong mang hién nay.

Tir khoa: Bao vé tré em; toi pham mang, xam hai tré em tryc tuyén; boc

16t tinh duc tré em trén mang; an ninh mang; ky ning sé; hop tdc quoc té.

EMERGING ISSUES IN PROTECTING CHILD VICTIMS OF
CYBERCRIME
M.A. Nguyen Thi Nga
Deputy Director General, Department of Maternal and Child Health,
Ministry of Health of Vietnam
Abstract: This paper examines the situation and emerging trends of
children becoming victims of cybercrime in the context of digital transformation,
drawing on evidence from Viet Nam and selected Southeast Asian countries. It
analyzes the legal and policy framework, as well as the implementation practices
in Viet Nam, and identifies key challenges in protection, support, and intervention
efforts. Based on this analysis, the paper proposes recommendations to strengthen
the legal framework, enhance international cooperation, and build the capacity
of law enforcement agencies. The overall aim is to improve the effectiveness of
child protection in the digital environment.

Keywords: Child protection, cybercrime; online child abuse; online child

sexual exploitation, cybersecurity; digital skills, international cooperation.
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THUC TRANG TQI PHAM XAM HAI TRE EM TREN MOI TRUONG
MANG - BOI CANH TOAN CAU VA TAI VIET NAM

Dui td, PGS.TS Ha Thi Hong Lan
Pho Vien truong Vién Khoa hoc Canh sat, Hoc vien CSND
Tém tit: Trong giai doan hién nay, khéng gian mang da tré thanh mét khéng
gian sinh ton mé&i, méi truong thudn loi dé cdac cd nhdn, t6 chire ¢é thé tw do phdt
trién, trong do c6 tré em. Tuy nhién, khong gian mang ciing tiém an day nhitng nguy
co, riii ro hiém hoa khon luong, co thé xdm hai truc tié}) dén tré em, nhat la cdc
phuwong thue, thu doan tinh vi cua toi pham. Bai viét khai quat thuc trang toi pham
xdm hai tré em trén khong gian mang trén thé gidi va ¢ Viét Nam,; chi ré nhing khé
khdn, viebng mdc trong cong phong ngira, phdt hién t6i pham, tir dé dé xudt cdc gidi
phdp nham néng cao hiéu qud phong ngira, ddu tranh, bao dam quyén va loi ich hop
phdp ciia tré em trong ky nguyén sé.
Tir khéa: Khéong gian mang; xdm hai tré em; thi doan; phong, chong tgi
pham, bao vé tré em.
CURRENT SITUATION OF ONLINE CHILD ABUSE AND
EXPLOITATION: GLOBAL AND THE VIETNAMESE CONTEXT
Colonel, Assoc. Prof. Dr. Ha Thi Hong Lan
Deputy Director, Institute of Police Science, PPA
Abstract: In the current context, cyberspace has emerged as a new environment
for living, learning, and development, offering opportunities for individuals and
organizations-including children-to connect, access information, and participate in
digital activities. However, the online environment also presents significant risks and
threats that may directly affect children, particularly through increasingly
sophisticated forms and methods of cyber-enabled crimes. This paper provides an
overview of crimes against children in cyberspace at both the global level and in Viet
Nam. It further identifies key challenges in the prevention, detection, and handling
of such crimes. Based on this analysis, the paper proposes a number of measures
aimed at strengthening prevention and response efforts, while promoting the
protection of children’s rights and legitimate interests in the digital era.
Keywords: Cyberspace, child abuse and exploitation, criminal methods and

tactics, crime prevention and control; child protection.
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UNG DUNG TRi TUE NHAN TAO TRONG PHONG, CHONG
TOQI PHAM XAM HAI TRE EM TREN KHONG GIAN MANG
NHUNG VAN PE PAT RA TRONG CONG TAC PAO TAO PIEU TRA VIEN
Thuong ta, TS Pham Thi Ngdn
Pho truong Khoa Todn - Tin hoc
va Ung dung KHCN trong PCTP, T02

Tom tit: Sw phat trién manh mé cia Internet, mang xd hoi va cac cong
nghé tri tué nhan tao (A1) da tao ra nhitng thay doéi sdu sdc trong doi séng xa héi,
dong thoi ciing lam gia tang cdc nguy co xdm hai tré em trén khong gian mang.
Trong boi canh do, tri tué nhan tao dwoc xem la cong cu quan trong hé tro phat
hién, phan tich va ngdn chén cdc hanh vi pham t3i trén méi triueong mang. Bdi viét
phan tich mét sé vmg dung tiéu biéu ciia Al trong phong, chéong téi pham xam hai
tré em trén khéng gian mang, bao gom phdt hién néi dung xdm hai, nhéan dién
hanh vi du do tré em, phan tich dir liéu lon va hé tro diéu tra sé. Trén co sé do,
chi ra nhitng yéu cau méi ddt ra doi véi cong tac ddo tao diéu tra vién, ddc biét
la yéu cau vé kién thirc cong nghé, ky ning phan tich dir liéu sé, khd ndng sir dung
cdc cong cu Al va hiéu biét vé cdc van dé phdp Iy, dao dire lién quan nham dap
ing yéu cau phong, chéng téi pham trong boi canh chuyén déi sé hién nay.

Twr khoa: tri tué nhan tgo, xam hqi tré em, khong gian mang, diéu tra vién.

APPLICATION OF ARTIFICIAL INTELLIGENCE IN COMBATING ONLINE
CHILD ABUSE AND IMPLICATIONS FOR INVESTIGATOR TRAINING

Lieutenant Colonel, Dr. Pham Thi Ngan

Deputy Dean of Faculty, Faculty of Mathematics, Informatics and Application

of Science and Technology in Crime Prevention, People’s Police Academy

Abstract: The rapid development of the Internet, social media, and artificial
intelligence (Al) technologies has brought profound changes to social life, while
also increasing the risks of online child abuse and exploitation. In this context, Al
is increasingly recognized as an important tool to support the detection, analysis,

and prevention of crimes in the digital environment. This paper examines key
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applications of Al in preventing and responding to crimes against children online,
including the detection of abusive content, identification of online grooming
behaviors, big data analytics, and support for digital investigations. Based on this
analysis, the paper highlights emerging requirements for the training of
investigators, particularly in terms of technological knowledge, digital data
analysis skills, the use of Al tools, and an understanding of relevant legal and
ethical considerations. These measures are essential to strengthen effective
responses to crimes against children in the context of ongoing digital
transformation.

Keywords: Artificial intelligence; online child abuse and exploitation;

cyberspace, investigators.
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TQI PHAM XAM HAI TRE EM TREN KHONG GIAN MANG
TU GOC NHIN CUA CONG UGC QUOC TE VE QUYEN TRE EM
VA CONG UOGC CHONG TOQI PHAM MANG -
NGHIA VU LAP PHAP QUOC GIA

Nguyén Khdanh Linh
Cuc phdp ludt quéc té va gidi quyét tranh chdp dau t quoc té
Bo Tu phap
Tém tit: Bai viét phan tich nghia vu ldp phdp cia Viét Nam trong viéc bdo
Vvé tré em trén khong gian mang theo quy dinh ciia Cong wéc Lién hop quéc vé
Quyén tré em ndm 1989 va Cong wdc Lién hop quoc vé chong téi pham mang,
ting cwong hop tac quoc té nham dau tranh véi mot sé toi pham sir dung cong
nghé théng tin va truyén théng va nham chia sé chirng cir la dit lidu dién tir ciia
cac téi pham nghiém trong nam 2024 (sau ddy goi tdt la Céng wée Lién hop quoc
vé chong t6i pham mang). Tdc gia dé xudt ba kién nghi trong tam dé tiép tuc hodn
thién khung phdp Iy ciia Viét Nam, dam bdo trach nhiém ciia quéc gia trong viéc
néi ludt héa cac diéu wée quéc té ma Viét Nam da la thanh vién va chuan bi la
thanh vién. Viéc thue hién cdc cam két nay thé hién trach nhiém cia Viét Nam
trong viéc déu tranh va san sang hop tdc trong pham vi toan cdu dé chong lai cdc
toi pham xdam hai tré em trén khong gian mang, tw do, xdy dung mot moi truong

song an toan, ké cd méi trwong mang cho thé hé twong lai.

Twr khoa: Cong woc, toi pham; xam hai tré em,; khong gian mang.

ONLINE CHILD ABUSE FROM THE PERSPECTIVE OF THE
CONVENTION ON THE RIGHTS OF THE CHILD AND THE
CYBERCRIME CONVENTION: NATIONAL LEGISLATIVE

OBLIGATIONS
Nguyen Khanh Linh
Department of International Law and International Investment
Ministry of Justice

Abstract: This paper analyzes Viet Nam'’s legislative obligations to protect

children in cyberspace in accordance with the United Nations Convention on the

Rights of the Child (1989) and the United Nations Convention against Cybercrime
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2024, which aims to strengthen international cooperation in combating crimes
involving information and communication technologies and in sharing electronic
evidence related to serious offences. The paper proposes three key
recommendations to further improve Viet Nam’s legal framework, ensuring the
fulfilment of national responsibilities in domesticating international treaties to
which Viet Nam is, or is expected to become, a party. Implementing these
commitments demonstrates Viet Nam’s responsibility in preventing and
combating crimes against children and its readiness to engage in global
cooperation to address online child abuse and exploitation, thereby contributing
to a safer environment for children, including in the digital space.

Keywords: Convention; crime; child abuse and exploitation; cyberspace.
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NANG CAO HIEU QUA MOI QUAN HE PHOI HQP LIEN NGANH
TRONG CONG TAC PHONG, CHONG TQI PHAM XAM HAI TRE EM
TREN KHONG GIAN MANG

Trung td, PGS. TS Nguyén Thi Thu Huong
Khoa Luat, Truong Dai hoc Phong chay chita chdy

Tém tit: Bai viét khdi qudt tinh hinh t6i pham xdm hai tré em trén khong
gian mang; dong thoi, phdn tich thuwc trang phéi hop lién nganh trong ddu tranh
phong, chong loai tdi pham nay. Trén co sé do, dé xudt cdc giai phdp gép phan
ndng cao hiéu qud quan hé phéi hop lién nganh trong phong, chong téi pham xam
hai tré em trén khong gian mang ¢ Viét Nam trong thoi gian toi.

Tir khéa: Quan hé phéi hop lién nganh; phong, chong téi pham; xam hai

tré em,; khong gian mang.

ENHANCING INTER-AGENCY COORDINATION IN PREVENTING
AND COMBATING ONLINE CHILD ABUSE
Lieutenant Colonel, Assoc. Prof. Dr. Nguyen Thi Thu Huong
Faculty of Law - University of Fire Prevention and Fighting

Abstract: This paper provides an overview of the situation of online child
abuse and exploitation, and examines the current state of inter-agency
coordination in preventing and responding to such crimes. It identifies key gaps
and challenges in existing coordination mechanisms. Based on this analysis, the
paper proposes practical recommendations to strengthen inter-agency
collaboration, with a view to improving the effectiveness of prevention and
response efforts against crimes targeting children in cyberspace in Viet Nam.

Keywords: Inter-agency coordination; crime prevention and response;

child abuse and exploitation; cyberspace.
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PAC PIEM TAM LY TRE EM TREN KHONG GIAN MANG VA

CAC PHUONG PHAP PHONG NGUA NGUY CO BI XAM HAI
TS. Trwong Thanh Hién
Chuyén vién cao cdp - Thanh tra Chinh phii
Tém tit: S phdt trién nhanh chéng cia internet va mang xa héi mang lai
co héi I6m cho tré em trong hoc tdp, giao tiép va gidi tri. Tuy nhién, diéu nay ciing
dat ra nhiéu nguy co tiem an lién quan dén xam hai, lira ddo va béc 16t tinh duc
tré em trén khong gian mang. Bai viét phan tich déc diém tam 1y cia tré em trong
méi truong triee tuyén, chi ra nhitng yéu t6 khién tré dé bj tén thiwong, tir d6 dé
xudt cdc bién phdp phong ngiva xd héi, nghiép vu va tdm 1y nham gép phdn xdy

dung moi truong mang an toan cho tré em Viét Nam.

Tir khoa: Tré em; khong gian mang; tam [y hoc,; xdm hai mang; phong ngua

xd hoi;

PSYCHOLOGICAL CHARACTERISTICS OF CHILDREN IN
CYBERSPACE AND METHODS FOR PREVENTING RISKS OF ABUSE
AND EXPLOITATION

Dr. Truong Thanh Hien
Senior Specialist — Government Inspectorate of Vietnam
Abstract: The rapid growth of the Internet and social media has created
significant opportunities for children in learning, communication, and recreation.
At the same time, it has exposed them to a range of risks, including online abuse,
fraud, and sexual exploitation. This paper analyzes children’s psychological
characteristics in the online environment and identifies key factors that increase
their vulnerability. Based on this analysis, it proposes social, operational, and
psychological prevention measures to contribute to building a safer digital
environment for children in Viet Nam.
Keywords: Children; cyberspace; psychology, online abuse; social

prevention.
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NANG CAO NANG LUC CHO POI NGU PIEU TRA VIEN, CAN BQ
PIEU TRA LIEN QUAN PEN TQI PHAM XAM HAI TRE EM TREN
MOI TRUONG MANG - THUC TIEN VA CAC VAN PE PAT RA VOI
CONG TAC PAO TAO

Thiéu td, TS. Nguyén Vin Sdng

Khoa Nghiép vu diéu tra hinh sw, Hoc vién Canh sdt nhdn dén

Tém tit: Trong boi canh chuyén doi so, toi pham xdm hai tré em trén moi
truong mang gia tang nhanh chong voi phuong thire, thu doan ngay cang tinh vi,
ddt ra yéu cdau cdp thiét nang cao nang lec cho ddi ngii Diéu tra vién, cdan bg diéu
tra. Bai viét phan tich thye tién ning e ciia ddi ngii nay trong diéu tra, xit Iy logi
t6i pham trén; dong thoi chi ra nhitng han ché, bat cdp trong cong tac dao tao, boi
dudng. Trén co so do, dé xudt cdc gidi phdp doi méi ndi dung, phieong phdp va té
chire dao tao nham dap iing yéu cau thuc tién trong tinh hinh mdi.

Tir khéa: Diéu tra vién; cdn bg diéu tra; tdi pham xam hai tré em; moi
triwong mang; ddo tao, boi dwdng.

ENHANCING CAPACITY OF INVESTIGATORS IN INVESTIGATING
AND RESPONDING TO ONLINE CHILD ABUSE CASES: PRACTICE
AND TRANING IMPLICATIONS

Lieutenant Colonel, Dr. Nguyen Van Sang
Faculty of Criminal Investigation Studies, People’s Police Academy

Abstract: In the context of digital transformation, crimes involving child
abuse on cyberspace are rapidly increasing, with increasingly sophisticated
methods and tactics, thereby posing an urgent need to enhance the capacity of
investigators and investigative officers. This paper analyzes the current state of
their capacity in investigating and handling such crimes, while also identifying
existing limitations and shortcomings in training and capacity-building efforts.
Based on this analysis, the paper proposes solutions to innovate the content,
methods, and organization of training programs in order to meet practical
demands in the new context.

Keywords: investigators; investigative officers, child abuse crimes;

cyberspace; training and capacity building.
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NGUYEN NHAN, PIEU KIEN CUA TQI PHAM XAM HAI TRE EM
TREN KHONG GIAN MANG - MOT SO KIEN NGHI PE XUAT NHAM
NANG CAO HIEU QUA CONG TAC PHONG NGUA
Dai uy, ThS. Bui Thanh Binh
Khoa Canh sat PTTP vé TTXH, Hoc vién Canh sat nhdn dan

Tém tit: Trong nhitng nam gan day, loi dung sy phdt trién ciia khéng gian
mang o Viét Nam cdc doi tuwong pham toi xam hai tré em co xu huong chuyén lén
khéng gian mang dé thuc hién hanh vi pham téi. Vin dé nay ngdy cang tré nén
bdo dong khi & Viét Nam tré em c6 xu hwdng dwoc tiép cdn khéng gian mang sém
va chiém ty 1é cao. Bai viét tdp trung nghién civu, lam ré nguyén nhan, diéu kién
ciia t3i pham xdm hai tré em trén khong gian mang, tir d6 dé xudt mét sé gidi
phdp nham ndng cao hiéu quad céng tic phong, chong téi pham ndy trong thoi
gian toi.

Tir khoa: Phong ngua, tré em; xam hai; khong gian mang, nguyén nhan,

diéu kién.

CAUSES AND CONDITIONS OF ONLINE CHILD ABUSE AND
EXPLOITATION: RECOMMENDATIONS TO ENHANCE THE
EFFECTIVENESS OF PREVENTION EFFORTS
Captain, M.A. Bui Thanh Binh
Faculty of Police Investigation on Social Order-Related Crime, PPA

Abstract: In recent years, with the rapid expansion of cyberspace in Viet
Nam, offenders involved in crimes against children have increasingly shifted their
activities to the online environment. This issue is becoming more alarming as
children in Viet Nam gain early and widespread access to the Internet. This paper
examines the causes and enabling conditions of online child abuse and
exploitation, and proposes a set of recommendations to strengthen prevention and
response efforts in the period ahead.

Keywords: Prevention; children;, abuse and exploitation; cyberspace;

causes and conditions.
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KY NANG PIEU TRA THAN THIEN TRONG PIEU TRA
CAC VU AN XAM HAI TRE EM TREN KHONG GIAN MANG
TAI VIET NAM HIEN NAY - KIEN NGHI VA PE XUAT
Dai uy, ThS. P6 Thanh Cong
Khoa Canh sat kinh té, T ruwong Pai hoc CSND
Tém tit: Nhitng nam gan day, toi pham xam hai tré em trén khéng gian
mang tai Viét Nam cé nhitng dién bién phirc tap, gia ting vé s6 lwong va tinh chait
nghiém trong. Bai viét phan tich thiee trang tinh hinh xam hai tré em trén khéng
gian mang tai Viét Nam, dac diém doi twong va nan nhan, thu doan pham toi, ky
nang diéu tra than thién trong diéu tra cdc vu dn xam hai tré em trén khong gian
mang. Tir d6, dé xudt gidi phap dong bé nham néang cao hiéu qua diéu tra khdm
pha toi pham, dac biét nhéan manh vai tro ciia ky nang diéu tra théan thién trong
hoat dong diéu tra céc vu an nay.

Tir khéa: Xam hai tré em; khéng gian mang; diéu tra than thién.

CHILD-FRIENDLY INVESTIGATION SKILLS IN HANDLING
ONLINE CHILD ABUSE CASES IN VIET NAM:
RECOMMENDATIONS AND PROPOSALS
Captain, ThS. Do Thanh Cong

Faculty of Economic Police, People’s Police University

Abstract: In recent years, online child abuse and exploitation in Viet Nam
has become increasingly complex, with a rise in both the number of cases and
their severity. This paper analyzes the current situation of online child abuse in
Viet Nam, including the characteristics of offenders and victims, methods used by
perpetrators, and the application of child-friendly investigation skills in handling
such cases. Based on this analysis, the paper proposes comprehensive solutions
to improve the effectiveness of criminal investigations, with particular emphasis
on the role of child-friendly approaches in ensuring both effective law
enforcement and the protection of children’s rights.

Keywords: Child abuse and exploitation, cyberspace; child-friendly

investigation.
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